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Changing Passwords on VMWare Cloud 
Foundations 4.0 

The Central Password Manager enables organizations to change passwords automatically on 

remote machines and store the new passwords in the Enterprise Password Vault, with no 

human intervention, according to the organizational policy. This plug-in supports the changing 

of passwords for users on the VMWare Cloud Foundations 4.0 using the REST protocol.   

 

Upgrade the plugin from an older plugin version  

 
If you already have an older version of this plugin with accounts in the vault, follow these 
steps to upgrade: 

• Create the "TopLevelId" file category if it does not exist 

• Delete the current version of the VMWare plugin that you have from platforms 

• Import the new platform 

• Edit the accounts and place the value of what was once in the "ID" field (should now 
appear as an optional field) in the "TopLevelId" field. Make sure to clear the optional 
“ID” field. Once the account is saved, this field will no longer appear 

 

Installation 

You will receive the VMWareCloudFoundations40Plugin.zip archive from your CyberArk 

representative. The following instructions show you how to install it. 

 

Setting up the Vault Environment 

1. Log into the PrivateArk Client with an administrative account. 

2. Go to File > Server File Categories 

3. Add a new File Category to the vault environment. 

a. Name: TopLevelId 

b. Type: TEXT 
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4. Repeat for the following file categories : resourceName, resourceType, credentialType 

Installing the VMWare Cloud Foundations 4.0 Plug-in 

 

1. Log into the PVWA with an administrative account.  

2. Go to Administration > Platform Management. 

3. Click Import Platform. Upload the VMWareCloudFoundations40Plugin.zip file. 
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Platform Configuration 

• The following platform settings are given initial default values. Please check that these 

match your environment or edit them accordingly . 

 To Edit these values navigate to : 

Administration →Platform Management → VMWare Cloud Foundations 4.0 → Edit→ 

Automatic Password Management → Additional Policy Settings → Parameters : 

Parameter name Default value Description 

ChainsFilePath bin\VMWareCloudFoundationsChains40.xml 
Configuration file of REST call 

logic 

WebServer YOUR_SERVER_HERE Web server for REST requests 

MutexId VMWARE_MUTEX_{{webserver}} 

The name of the mutex. 

Having the webserver name 

placeholder in the mutex will 

ensure no more than one 

request is made to the same 

server at a given time during a 

change request. 

MutexTimeout 120 

Amount of time in seconds to let 

the mutex lock. If this timeout is 

reached and a mutex cannot be 

acquired, the plugin will fail . 

MaxRetries 5 

Number of times to poll for 

password change job status 

before timeout 

SleepSeconds 15 

Amount of time in seconds to 

sleep between polling for 

password change job status 
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To Edit these values navigate to : 

Administration →Platform Management → VMWare Cloud Foundations 4.0 → Edit→ 

Automatic Password Management → Additional Policy Settings : 

Parameter 

name 
Default value Description 

Port (empty) 
Port to use in URL/s for 

password management 

UseSSL Yes 

Yes – Use https with the URL/s  

No - Use http with the URL/s  

IgnoreUntrustedCertificate – 

Use https, but ignore untrusted 

certificate 

 

Debug No 
Whether to create a debug log. 

Useful for troubleshooting. 
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Adding VMWareCloudFoundations Accounts 

Adding Accounts through the Password Vault Web Access 

• Create a new VMWareCloudFoundations account or use an existing one. 

• Specify the required account properties. 

• Associate a reconcile account for the new password object – this account should be an 

AD account and is used to authenticate to the REST API. Please make sure this account 

has permissions to change the passwords of the managed accounts. 

 

 

For more information about adding password objects in the Password Vault Web Access, refer 

to the Privileged Account Security Implementation Guide. 

 

 

 

General Notes  

VMWareCloudFoundations plug-in supports the following: 

• Password verification 

• Password change 

• Reconciliation (all password changes are resets) 

 


